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The number of marks is given in brackets [   ] at the end of each question. 
 
 
_______________________________________________________________________ 

This question paper consists of 7 printed pages 
 
 

SECTION A (Source-Based Case Study) 
 

Answer all questions. 
 
 
Being Part of a Globalised World 

Study the Background Information and the sources carefully, and then answer all the 
questions. 

You may use any of the sources to help you answer the questions, in addition to those 
sources you are told to use. In answering the questions you should use your knowledge of 
the topic to help you interpret and evaluate the sources. 

 

 1 Study Source A. 
 

 

  What is the message of this source? Explain your answer using details from the 
cartoon.     

[5] 

    
    
 2 Study Sources B and C. 

 
 

  How similar are these two sources? Explain your answer.                                                  [7] 
    
    
   3  Study Sources D and E. 

 
 

  Having read Source D, was Source E surprising? Explain your answer.    [7] 
    
    
 4 Study Source F. 

 
 

  How useful is this source in the discussion on cyber threats? Explain your answer. [6] 
    
    
 5 ‘Individual action is the best way to manage cyber threats.’  

 
 

  Using the sources in this case study, explain how far you would agree with this 
statement.                                                                                     

 
[10] 
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How challenging is it to manage cyber threats? 
 

 
BACKGROUND INFORMATION 
 
Read this carefully. It may help you to answer some of the questions. 
 
With advancements in digital technology, many of our daily activities are carried out online. 
Improvements in technology have also made it easier for people to access and store 
information online. This digital connectedness means that cybersecurity becomes an 
important concern for countries, organisations and individuals.   
 
Threats to cybersecurity, also known as cyber threats, pose a significant and growing risk to 
the global economy, with potential damages estimated in the trillions of dollars. These 
threats can disrupt businesses, compromise sensitive information, and even impact national 
security. 
 
Study the following sources to find out how cyber threats can be managed.  
 
 
Source A: A cartoon drawn in May 2018 about data security.  
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Source B: A cartoon by an American cartoonist, May 2021.   
 

 
 
 
 

 
 
Source C: 

 
From an article on the website of a cybersecurity company published in 
March 2025. 
 

With the rapid advancement in technology, the cyber threat landscape has changed. It is 
more sophisticated and widespread than ever. In fact, global cybercrime costs are 
expected to reach $10.5 trillion annually by 2025. Cybersecurity isn’t just about big 
enterprises and government agencies; it is something businesses of all scales have to be 
tuned into, including the individual who uses these digital services. 

Human error remains one of the major contributing factors to cybersecurity breaches and 
tends to be the weakest link in organisational security defences. Poor passwords and 
falling for phishing remain some of the most common mistakes. 
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Source D:  From a reply by Minister of Education Mr Chan Chun Sing in Parliament, on  

10 September 2024. He was responding to a question from a Member of 
Parliament about the impact of a Mobile Guardian cyberattack that affected 
13,000 users from 26 secondary schools. This cyberattack took place in 
August 2024. Mobile Guardian is a Device Management Application that 
helps parents manage their children’s learning device. 

 

It was most heartening to see many of our students step forward and proactively share 
their personal notes with classmates and organise study sessions to do revision for their 
tests and exams together.  

Despite this incident, we must embrace technology in teaching and learning so that 
students will be digitally savvy and able to navigate digital environments. All of us can 
learn from this incident. It is an important reminder for all of us to practise good digital 
hygiene, including the regular backing up of information. 

 
 
Source E: From an article written by a National University of Singapore Professor, 

published on 19 September 2024. He was commenting on the same Mobile 
Guardian cyberattack that took place in August 2024. 

 

This incident with the device management app has sparked concerns about our growing 
dependence on technology in education. Some online reactions included calling for a 
return to more traditional methods as the breach disrupted students’ ability to continue 
their studies as they normally would. 

However, the real issue is not a dependence on technology. Instead, it is about our failure 
to equip students with skills to handle technological disruptions that are inevitable in 
today’s world. 

If students do not feel empowered by the digital tools given to them, then it is our 
responsibility as educators and as parents to equip them with the necessary technical and 
soft skills, so that they are able to gain a sense of autonomy to direct their use of digital 
tools. 

 
 
Source F:  From an interview with Archie Norman published in a British newspaper, July 

2025. Norman is the chairman of British retailer Marks & Spencer and in April 
2025, there was a cyberattack against Marks & Spencer which forced them 
to suspend online shopping for nearly seven weeks. 

 

British businesses should be legally required to report cyberattacks to the authorities. We 
have reason to believe there've been two major cyberattacks on large British companies in 
the last four months which have gone unreported and this meant there was "a big deficit" 
in knowledge in the cybersecurity space. I don't think it would be regulatory overkill to say 
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if you have a cyber attack and then for companies of a certain size, you are required within 
a time limit to report. 
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SECTION B (Structured-Response Questions) 
 

Answer both questions. 
 

Exploring Citizenship and Governance 
 
Study the extracts carefully, and then answer the questions. 
 
 
Extract 1 
 
Government agencies regularly engage citizens to receive feedback on national policies 
and issues of concern to them.   

 
 
Extract 2 
 
Singapore is one of the few countries in the world to maintain diplomatic relations with 190 
UN member states, with the exception of Central African Republic and South Sudan. 
 
 
Extract 3 
 
Singapore must always maintain a credible and deterrent military defence as the 
fundamental underpinning for an effective foreign policy. 
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6 Extract 1 discusses how the Singapore government engage citizens to receive 

feedback on national policies and issues of concern. 
 
In your opinion, what are the ways in which the Singapore government can 
engage with her citizens? Explain your answer with reference to two ways.          
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Extracts 2 and 3 highlight the role the Singapore government plays in promoting 
and protecting Singapore’s national interests. 
 
Do you think that diplomacy or deterrence is more effective in promoting and 
protecting Singapore’s national interests? Explain your answer   
 

 
 
 
 
 
[8] 
 

 
 
 
 
 

End of paper 
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Source D https://www.channelnewsasia.com/singapore/mobile-guardian-cybersecurity-breach-attack-legal-action-contra
ctors-chan-chun-sing-45977 

Source E https://www.channelnewsasia.com/commentary/singapore-education-digital-learning-cybersecurity-mobile-gua
rdian-technology-4612796 

Source F https://www.reuters.com/business/retail-consumer/ms-cyberattack-was-carried-out-by-dragonforce-chairman-s
ays-2025-07-08/ 

Extract 1 https://www.mfa.gov.sg/Overseas-Mission/Bangkok/About-Singapore/Foreign-Policy 
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